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Good afternoon and welcome to the BSA E-Filing System Suspicious Activity Report
webinar. Today we will go over the upcoming changes to the FinCEN SAR as well as
provide a technical overview of the new FinCEN SAR XML schema and user guide. We
will be recording this session and will make the recording available for download on
the BSA E-Filing web site.
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Target audience:

» FIinCEN SAR Batch Filers
» Application and software developers with knowledge of XML

Purpose:

» Provide summary of FinCEN SAR changes
» Provide technical overview of the new SAR XML Schema

ATTENTION: FinCEN SAR Discrete Filers

= The updated FinCEN SAR will be available for submission via the BSA E-Filing System
in June of 2018.

= No system changes are needed to start utilizing the new FinCEN SAR.

= |f you maintaintemplates or copies of the current FinCEN SAR on your PC, the
system will accept the current version of the FinCEN SAR until January 1, 2019.

The target audience for this webinar are application and software developers who
develop systems and software to extract data from databases to create batch files for
upload to the BSA E-Filing System. We will provide a summary of the upcoming SAR
changes, as well as a technical overview of the new SAR XML schema format the BSA
E-Filing System will start accepting in June of 2018. If you are a discrete/online filer,
the SAR will automatically be updated in June. There are no system changes needed
for discrete filers, the new SAR will be available to download and submission in June. If
you have local copies of the SAR stored as templates (for example, a blank SAR with
your bank information stored), you can continue to submit these templates until
January 1, 2019. As this is a technical webinar focused on batch filing, we would
request if you are a discrete filer to logoff from the webinar to allow any application or
software developer to attend. We will be recording this webinar so you will be able to
view the recording at a later date.
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Key Dates

Overview of FinCEN SAR Updates

FIinCEN SAR XML User Guide Walk Through
FinCEN SAR XML Field Mapping

FinCEN SAR XML Example

Questions

VVVYVY

We will be covering the following areas during this webinar. We will discuss the key
dates for the system changes and the impact to the filing community. We will provide
an overview of the upcoming changes to the SAR. We will then walkthrough of the SAR
XML User Guide. We have documented the mapping between the updated SAR
discrete form and the SAR XML Schema directly in the User Guide. This information
will be presented to assist with identifying the association between the SAR Discrete
report and the SAR XML schema. We will then provide an example of a SAR XML batch
file. Finally, we will solicit questions from the participants using the webinar software
interface. Participants can type in their questions and we will respond to common
guestions being received. We will attempt to answer as many of your questions as

possible by the end of this webinar and in the follow-up webinar soon to be
scheduled.
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Target Deployment Dates:
» May 11, 2018: BSA E-Filing “User Test” Environment
» June 22,2018: BSA E-Filing “Production” Environment

What filersshould expect...

» FinCEN SAR Discrete form updated to include new and revised fields.

» FinCEN SAR Batch form updated to accept XML batch format and provide
batch validation feedback upon submission.

» FinCEN SAR Acknowledgements returned for each accepted submission.

IMPORTANT: The current FinCEN SAR discrete and ASCII batch format will
continue to be accepted by FinCEN until January 1, 2019

After January 1, 2019:
= BSA E-Filing System will ONLY accept the updated FinCEN SAR discrete form
= BSA E-Filing System will ONLY accept FinCEN SAR batch files in XML format
= BSA E-Filing System will REJECT FinCEN SAR batch files in ASCI| format!

4

June 22, 2018, to deploy the updated SAR discrete and XML batch filing functionality
to the Production environment. Please note: one month prior on May 11, 2018,
FinCEN will deploy the SAR XML batch filing functionality to the User Test environment
to allow batch filers the ability to test with BSA E-Filing prior to submitting to
production.

Once deployed to production, the updated SAR Discrete form will be available on the
site for download, input, and submission. In addition, the SAR Batch form will be
updated to accept batches in the new SAR XML format. Server-to-server batch filers
will also have the ability to file using the new XML format. Batch validation data will be
generated upon submission and provided to the batch filer, as well as
acknowledgement data in XML format returned for each accepted SAR batch.

The BSA E-Filing System will continue to accept the current SAR Discrete form if you
have locally stored copies and also the current SAR ASCII Batch format until January 1,
2019. After this date, the BSA E-Filing System will be updated to only accept the
updated SAR Discrete form. The system will also be updated to only accept the SAR
XML format for batch submissions. Once this update is complete, any SAR ASCII Batch
format submitted will be REJECTED by the system. This timeline allows approximately
1 year for all SAR Discrete and ASCIII batch filers to convert over to the new SAR.
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Updates to the FinCEN SAR are defined in the

Federal Register notice posted on February 2nd, 2017
https://www.federalregister.gov/documents/2017/02/02/2017-02235/proposed-collection-comment-
request-update-and-revision-of-the-fincen-suspicious-activity-reports

The following list provides an overview of the changes to the FInCEN SAR:

> New fields

= Filinginstitution note to FinCEN
= Part Il. Cyber event suspicious activity type (and associated subtypes)
= Part Il. Cyber Event Indicators

» Updates to existing fields
= Part Il. Updated selections associated with various suspicious activity types
= Part Il. Date and Timestamp added to IP Address
= Part Il. Updated selections associated with suspicious activity product type(s)
= Part lll/IV. Updated subtypes associated with Securities and Futures institution

For a detailed list of the upcoming changes to the SAR, you may refer to the Federal
Register notice posted on February 2, 2017.

The next few slides will provide an overview of the changes to the SAR, which we have
categorized as “New fields” and “Updates to existing fields”.

Three new fields are being added to the SAR.

* The firstis the Filing institution not to FinCEN: This text field allows the filer
to alert FinCEN that the SAR is being filed in response to a current specific
geographic targeting order (GTO), advisory, or other activity.

* The second new field is a Cyber event suspicious activity type and associated
subtypes added to Part Il.

* The third new field is a Cyber Event Indicators field where the filer can
report various cyber events such as Command and control IP addresses,
Ports, Suspicious file names, etc.

Updates to existing fields include:
* Updated subtype selections associated with various suspicious activity types

in Part ll;
* New Date and Timestamp fields added to the IP Address field Part Il;



* Updated selections associated with suspicious activity product type(s) in
Part Il;

* And Updated subtypes associated with Securities and Futures institutions in
Parts Ill and IV.
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Filing institution note to FinCEN

» New text field to alert FinCEN that the FinCEN SAR is being filed in response to a current specific geographic
targeting order (GTO), advisory, or other activity.

2 Filing Institution Note to FinCEN [

Part Il. Cyber event suspicious activity type (and associated subtypes)

» New “Cyber event” suspicious activity type category added to Part 1.

42 Cyber event
a [ Against Financial Institution(s)
b [ Against Financial Institution Customer(s)

zDOthet{

Part Il. New Cyber Event Indicators

» New category of fields to record up to 99 cyber events associated with the suspicious activity in Part 11, including
the event value (and date and timestamp, if applicable).

44 Cyber Event Indicators. Select the appropriate indicator from the drop-down list and provide the associated supporting information

Event type { El I I ° °

Event value { ] Date [ Time Stamp (UTC) :]

<]

FinCEN is currently in the process of developing and testing the updated SAR with the
approved changes, so the following mock-ups may change slightly; however, for
purposes of this webinar, we’ve included the following images as examples of the
changes to the SAR. ltem instructions included in the User Guide within Attachment C
describe the definition of these term and how to complete.

(talk to specific changes detailed on the slide)
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Part Il. Updated selections associated with various suspicious activity types

» New/Modified subtype selections associated with various existing categories of suspicious activities.

* Forexample, update to “Item 41. Mortgage Fraud” as follows:
o Added “Appraisal fraud” and “Origination fraud”
o Modified Foreclosure to “Foreclosure/Short sale fraud”
o Removed “Reverse mortgage fraud”

41 Mortgage Fraud

a [] Application fraud d [ Loan modification fraud
b [] Appraisal fraud e [J Ongination fraud

¢ [J Foreclosure/Short sale fraud z [ Other |

Partll. Date and Timestamp added to IP Address

» New text fields to accompany the IP Address field in Partlin order to record the date and/or timestamp of the
firstinstance of the reported IP address.

43 IP address (if available)

00 | | e [ Time stamp uTC) [ ]

(talk to specific changes detailed on the slide)
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Part Il. Updated selections associated with suspicious activity product type(s)

» New type selections associated with the producttype(s) involved in the suspicious activity in Part I1:

+ f. Deposit accounts
* m. Microcap securities.

45 Were any of the following product type(s) involved in the suspicious activity? (Check all that apply)

a [ Bonds/Notes h [0 Futures/Options on futures o [J Options on securities

b |:| Commercial mortgage i [0 Hedge fund p [ Prepaid access

¢ [J Commercial paper i [0 Home equity line of credit q [J Residential morigage

d [ Credit card k [] Home equity loan r [ Security futures products

e [ Debit card I [ Insurance/Annuity products s [J Stocks

f [ Deposit account m [] Microcap securities t [] Swap, hybrid, or other derivatives

9 [ Forex transactions n [J Mutual fund z [] Other :|

(talk to specific changes detailed on the slide)
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Part I11/IV. Updated subtypes associated with Securities and Futures institution

» New subtype selections associated with the type of securities and futures institution in Part 111 (Financial
institution where activity occurred) and Part IV (Filing institution).

+  Adds Execution-only broker securities
*  Adds Self-clearing broker securities

80 Type of Securities and Futures [T Clearing broker-securities

institution or individual filing

this report - check box(es) for 0 CPO’CTA .

functions that apply to this [ Execution-only broker securities

report [ Futures commission merchant
[J Holding company

[ Introducing broker-commodities

54 Type of Securities and Futures ) Cjaaring broker-securiies

institution or individual where

[ Introducing broker-securities
[ Investment adviser

[ Investment company

[ Retail foreign exchange dealer

[] Seli-clearing broker securities
[JSRO Futures

[Jintroducing broker-securities

[]SRO Securities
0O Subsidiary of financial/lbank
holding company

[JOther (specify below)

I

activity occurred - check box{es) [[] Execution-only broker securities
that apply to this report [[] Futures commission merchant

[JHolding company
[ Introducing broker-commodities

DSub;idiary of financial/bank
[] Investment adviser holding company

[Jinvestment company [J Other (specify below)

[[J Retail foreign exchange dealer l:l

[[] Self-clearing broker-securities

(talk to specific changes detailed on the slide)
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FinCEN SAR XML User Guide Overview

» The FinCEN SAR XML User Guide outlines the overall structure of the FinCEN SAR
batch schema, including detailed business and validation rulesto support the
electronic batch transmission of the FinCEN Suspicious Activity Report (FInCEN SAR).

= The FInCEN SAR XML User Guide can be downloaded at:
https://bsaefiling.fincen.treas.gov/docs/XMLUserGuide_FinCENSAR.pdf

= The batch FinCEN SAR XSD file can be downloaded at:
https://www.fincen.gov/base/EFL_SARXBatchSchema.xsd

» The FInCENSAR XML User Guide provides a detailed description for each element
associated with the FinCEN SAR, such as:

Element name and description

When and when not to record the element

What value(s) can be recorded for the element

How many iterationsthe element may be recorded
Conditionsto avoid that will result in reporting errors

The information in the User Guide should be used to update your systems to
extract BSA data in accordance with the FinCEN SAR XML batch schema

In addition to the field updates and changes to SAR, FinCEN is moving to the industry
standard of XML for transfer and acceptance of batch filings. This format allows for
additional data validation via an XML schema, a more flexible means for future
updates or changes, and should make the level of effort needed for programming
updates substantially lower as compared to the current ASCII fixed-length format.
FinCEN has posted the SAR XML batch schema, as well as the SAR XML User Guide on
the BSA E-Filing web site to assist batch filers. The links to these documents are
displayed on this slide. The User Guide is the equivalent to the Electronic Filing
Requirements for the ASCII format. The document outlines the business and validation
rules to support the electronic batch submission of the SAR in XML format, including a
detailed description for each element associated with the FinCEN SAR, such as:

* Element name and description

* When and when not to record the element

* What value(s) can be recorded for the element

* How many iterations the element may be recorded

* Conditions to avoid that will result in reporting errors

Application developers can use the XML User Guide in combination with the actual

Batch Schema to extract BSA data and create an E-Filing SAR XML batch for upload to
the BSA E-Filing System.

10
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Overall File Organization

» The following diagrams outline the overall layout of the FinCEN SAR XML batch, as
outlinedin Section 2.1 of the User Guide.

= The first element in the XML B attributes
batch is the EFilingBatchXML
(i.e. the ”roqt” elsme:::). ItI PartyCount
containsvarious batch leve
attributes such as the sum of
all total amounts recorded for [ ActivityAttachmentCount |
each FinCEN SAR in the batch. | EFilingBatchxmL | [ Attachmentcount |
It is also the container for

each FINCEN SAR in the batch
beginning with the Activity
element.

'FormTypeCode
B
1.=

&

(talk to specific slide details)
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Overall File Organization (cont.)

= The Activity elementis the
containerfor each FinCEN SAR
within the batch. It contains
all information related to the
FinCEN SAR, including (but
not limited to) the
transmitter, the reporting
financial institution (i.e. filing
institution), the financial
institution(s) where activity
occurred, the subject(s), and
suspicious activity details such
as the total amount involved,
type(s) of suspicious activities,
etc.

6.1203

SuspiciousActivity

-4 Assets it
o s

—{ ActivityNarrativelnformation

(talk to specific slide details)
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Overall File Organization (cont.)

= Each FinCEN SAR activity in the
batch must include a separate
Party element for the following:

1. Transmitter

Transmitter Contact

Filing Institution

Designated Contact Office

Law Enforcement Agency (if any)

Law Enforcement Name (if any)

Financial Institution(s) Where

Activity Occurred

8. Branch(s) Where Activity
Occurred (if any)

9. Subject(s)

10. Institution Where Account is Held
(if reporting account information
related to a subject)

N s N

ElectronicAddress |
MRS A A A AR AL LA S

(talk to specific slide details)
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Overall File Organization (cont.)

* Among the various sub-elements to the Activity element, the SuspiciousActivity
element is used to identify critical detailsabout the suspicious activity, such as the
total amount involved and the type(s) of suspicious activity associated with the
FinCEN SAR.

= Within this element is the sub-element <SuspiciousActivityClassification>, which
must be recorded at least once per FinCEN SAR (but no more than 99 total). This
element corresponds with Part Il (Iltems 32-42) of the FinCEN SAR and identifies
the type(s) and subtype(s) of suspicious activity involved, such as:

o Structuring > Transaction(s) below CTR threshold
o Terrorist financing > Known or suspended terrorist/terrorist group

[ suspiciousActivity [3—{—=— |7 SuspiciousActivityClassification ||
1.98

(talk to specific slide details)
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FinCEN SAR XML: Element Definition

Complex Elements

* Acomplexelementisa
containerelement for one or
more sub-elements. Sub-
elements may be complex
elements or simple element
(i.e. elements that do not
contain sub-elements).

* The Activity elementis an
example of a complex
element. It contains multiple
sub-elements consisting of
simple and complex elements.
The order in which these sub-
elements must be recorded
are displayedinthe element
Description.

Eement Name: Activity minOccurs: | 1 maxOcrs: | unbounced
Description Activity (reacer). Tris is the container for ail information retated 10 the FInCEN SAR. Te first <Activity>
element in the batch file must directly foliow the <FormTypeCode> element. The bitch must contain at
least one ocaumence of this element, There is no maximum occurrence value set for this element
Powever, the total 5iz¢ of tne DAL file MUt 10t exceed 6OMB. The liowing Sub-elements are
as500ated with this element
Name minCcauwrs | manOceurs | Category
EFlingPriorDocumentiumber a 1 Simoie
FilingDateText 1 1 Simpe
FiinglrstitutionNOtetoFinCEN 0 1 Simpie
ActivityAsoCiation 1 1 Compiex
ActivitySupportDocument a 1 Compilex
Party 6 1203 | Compiex
SuspiciousActivity 1 1 Compiex
ActivitylPAddress 0 % Compiex
CyoerEventinicators 0 £ Compex
Asgets a n Complex
AsetsATIIDUIE ] 3% Comphex
ActivityNarrativeinformation 1 1 Complex
Attrioutes The following attridutes must be recorded for this element
Name Description
SeqNum | The vaiue recorded for this atirioute must be rumeric and unique. It may contain
any numeric value up to 19 characters in length.
Parent Blement: EFilingBatchXML

Element Restrictionis):
Value Restriction(s]

Remaris:

Example:

Required. This element must be recorded.
na
The bateh submission will be riecled I any of the following conaitions are true:
+  The siement s not recorces
*  The element is missing & “SeqNum® attribute.
. The eiement continns 3 “SegNum” attribute with & duplicate or invalid value.
<fcZActivity SeqNum="1">
<fc2:&FilingPriorDocumenthiumber » 3100000000001 </fc2 EFilingPriorDocumenthumbes »
<tc2Fling DateText> 20171101 </ 2 Fiing DateText>
FilinglnstitutionNotetoFinCEN > Filing institution note to
FInCEN < fe2FilinglstitutionNotetoFinCEN »
<fcZ:ActivityAssocistion Sechums"2">]

(talk to specific slide details)
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Simple Elements
* The following elements are examples of simple elements within the Activity element:

Element Name: EFlingPriorDocumenthumber minOccws | 0 maxOccurs: | 1 EFilingPriorDocumentNumber
Description: Prior report BSA ldentifier (number). This element identifies the BSA ldentifier (BSA ID) of the - . .
previously-fled FinCEN SAR when fling  Cormection/amencment anc/or a continuing actiy report. The EFilingPriorDocumentNumber is an
This element comesponds with the following item(s) I f d. . ” . d
*  le Prior report BSA Identifcation Number example of a conditionally require:
FRASSE AU 00 ARMCRMAE C [0F AN BRSNS MQaNING Wh Shivt BRR). simple element. The condition upon
Atributels wa . . .
Parent Blement iy which this element must be recorded is
Element Restriction(s): | Conaitionaily Required. Record this eiement when the FInCEN SAR being flled COrmects/amends a prior described in the Element Restrictions
report and/or is a continuing activity report; otherwise, 6o not record this slement. R . s
Ve Restrctiontss | The vakue provided must adnere o the following requirements: 14-091 numeric BSA 10 (f knowr: 14 which requires this element to be
consecutive Zeros, i.e. "00000000000000" (if the BSA ID is unknown). .
Remaris: The betch submission will be acospted with werning Hf any of the folkowing ConRjons B TV recorded when the FinCEN SAR
*  The element is recorded but without 3 value (Le. the value is null). 1
Bl corrects/amends a prior report and/or
*  Theelement is not recorded and one or both of the following elements contains a Y value: isa continuing report).
o  <ComectsAmencsPriorfleportingicator>
o <ContnuingActntyReportinaicators
. The element is recorded (with 3 valia value
CONBING 3 Y value: Element Name: FilingDateText minOcours: 1 maxOccurs: 1
o <ComectiAmencsPrioRepoting | pe.igtion: Date filed (ate). This element identifies the date in which e FInCEN SAR is being filed electronically
o __<ContinuingActivityReportindica through FInCEN's BSA E.Filing System. This element comesponds with the following itemisk
Eample: <2l OocumentNumber> « 95 Dateflied
Piecte refer to Anacrment € for GORIONSI INfOrmation regarcing the GBove demv).
- Attribute(s) na
FilingDateText PweBement | Ay
The FI|In€DatET€Xt |S an example Ufa Element Restriction(s: = Regquired. This element must be recorded.
R K . Value Restriction{s) The value provioed must adhere 1o the *ollowing requirements: 8 numeric characters in the format
required simple element. This element PITACO hars TAYY =y, A = om0 e Sl O s of ot st b
. prefaced by 2 zero
must be recorded for each FinCEN SAR, seraks The batch submission wil be reiected i any of the foliowing condiions are tue

as noted in the Element Restrictions. e ot s v (1 v 5
. The vailue recorded for the element is not 3 valid date in the format YYYYMMOD.
*  The vaiue recorded for the element is  Cate greater than the current date o less than
Jarwaary 1, 2000
Bample: «fc2FilingDateText> 20171101 </*c2FuingDateText>

(talk to specific slide details)



FinCEN SAR XML: Field Mapping

Element to Field Mapping

* Most elements within the
batch map to a specific field
on the FinCEN SAR.

* The field # associated with
each element s referenced in
the element Description.

* Some elements maptoa
specific field while other map
to multiplefields depending
on certain factors such as the
type of party being reported.

Element Name: CommectsAmendsPriorleportindicator | minOccurs: 0 maxOccurs: 1

Corrects/Amends prior report (ingicaton). This element declares that the FInCEN SAR peing filed cormects.
or 3mencs 3 previousty-filed FInCEN SAR, This eiement Cormesponds with the following femy(s)

* 1o Comect/Amend prior report

Tease refer to Aftachment C for odditional information reparding the Gbove femys).

Fre

ActivityAssociation

Bement Name: OrganizationClassificationTypeSubtype | minOcurs: | 0 maOcurs: | 15

Description Institution type/subtype (header). This s the container form information about the type and subtye of
institution associated with the party.
The following sub-element is associated with this element:
Activity party type code definitions
30 = Filing Institution | 34 = Financial Institution Where Activity Occurred

1 Filing Institution Information: Type of financial institution (Required | FInCEN SAR Part IV,

Items 79-50)
Name minOcaurs | maxOcours | Content
OrganizationSubtypeiD (ftem 80a-n, 2) 0 1 Simpie
OrganizationTypeiD (tem 782-g. 2) 1 Simpie
OtnerOrganizationSusTypeText Jtem 80z 0 1 Simole
0 1 Simple

OtherO-ganizationTyneText ftem 792 0 1
Financial Institution Where Activity Occurred: Type of financial institution (Required | FinCEN
SAR Part I, tems 51, 53-54)

Name minOcours | manOccurs | Content
OrganizationSudtypelD (tems 53a-¢ 2/ 54a-k 2) 0 1 Simple
OrganizationTypelD (item 51a-g, z} 1 Simple
CtnerOrganaationSuoTypeTent (tems 532 / 542) 0 1 Simple
0 1 Simpie

CtnerOrganizationTypeText (tem 5129 0 1

(talk to specific slide details)
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FinCEN SAR XML Example

“Filing Institution Note to FInCEN” (New Field) I?

| Beginning of the FINCEN SAR

| Container element for “Type of Filing”

file name

C i for “Supporting it” I

Various party type elements associated with
Transmitter, Filing Institution, Subject, etc..

/

/

Container element regarding the amount, date
range, and type(s) of suspicious activity

Various container elements associated with
specificdetails regarding the suspicious activity

Container elements for the FinCEN SAR
“Narrative” description

I—\

FinCEN SAR XML batch file containing one FinCEN SAR:

Root element, which includes the batch ; a
2! \
count attributes (e.g. TotalAmount) [~ —=<kc2 EFilingBatchXML ActtyCount="1" TotalAmount="40000" PartyCount="2" ActrityAttachmentCount=
hitps /rwwew fincen Qowbase/EFL_SARXBatchSchema xsd xmins xsi="hitp /iwww w3 0rg 200 1/XMLSchen
2 FormTypeCode>SARX</kc2 FormTypeCode>
Declare what type of report this batch is /"‘:'_'-:1:""“"‘ s T epew
associated with (SARX =FinCEN SAR) <tc2 EF bngPnorDocumenthiumber>31000000000001<c2 EF dingPnorDocumentNumber>

<2 FilingDateText>20180126</&c2 FilingDateText>
e to FnCEN</c2 FilinginsttutionNotetoF nCEN>

=¥

<fc2 CyberEventindicators Seqhum="88">
<dc2 Assets Se 39>

</Ac2 EFilingBatchiddL>

18

(talk to specific slide details)
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FinCEN SAR XML Example

Transmitter

This is the person (individual or entity)
handling the data accumulation and
formatting of the batch file. Each FinCEN
SAR Activity element in the batch must
include a Party element that identifies the
batch transmitter. The batch transmitter
should be identical for each FinCEN SAR.
There must be only one occurrence of this
party for each FinCEN SAR Activity in the
batch.

Transmitter Contact

This is the official contact for the
transmitter. Each FinCEN SAR Activity
element in the batch must include a Party
element that identifies the point of contact
for the batch transmitter. The transmitter
contact should be identical for each FinCEN
SAR. There must be only one occurrence of
this party for each FinCEN SAR Activity in
the batch.

<c2 Party SeqNum="4">
<kc2 ActivityParty TypeCode>35</kc 2 ActvityParty TypeCode>
<fc2 PartyName SeqNurm
< 1 >
<fc2 PartyNameTypeCode>L </ic2 PartyNameTypeCode>
<fc2 RawPartyF ullName> Transmitter name</fc2 RawPartyF ullName>
</kc2 PartyName>
<ic2 Address SeqNum="6">

5>

<ic2 RawCityText>Richmond</ic2 RawCity Text>
<fc2 RawCountryCodeText>US</fc2 RawCountryCodeText>
<fc2 RawStateCodeText>VA</ic2 RawStateCodeText>
<fc2 RawStrestAddress1Text>123 Transmitter Road</ic2 RawStreetAddress 1 Text>
<Ic2 RawZIPCode>22113</ic2 RawZIPCode>
<fc2 Address>
<42 PhoneNumber SeqNum="7">
<

<fc2 PhoneNumberText>7217894455</kc2 PhoneNumber Text>
</&c2 PhoneNumber>
<k2 Partyldentsicaton Seqh

=8>

«<fc2 Partyldentffic abonNumber Text>458985215</1c2 Partyldentfic abonNumber Text>
<fe2 PartyldentificationTypeCode>4</lc2 PartyldentiicationTypeCode>

</c2 Pantyldentficabon>

<k2 Partyldentsication SeqNum:
<

<fc2 PartyldentificationNumber T ext>PBSA1234</kc 2 PartyldentificabonNumber T ext>
<fe2 Partyldentificaton TypeCode>28</c 2 PartyldentificatonTypeCode>
Partyldentificabon>

<2 Party>

<fc2 Party SeqNum="10">
< Teanamin ki
<fc2 ActivityParty TypeCode>37</fc2 ActivityParty TypeCode>
<fc2 PartyName SeqNum="11">
<t-Transmitt 1 ame-->
<fc2 PartyNameTypeCode>L </fc2 PartyNameTypeCode>
<fc2 RawPartyF uliName> Transmitter contact name</fc2 RawPartyFullName>
</fc2 PartyName>
<Mc2 Party>

19

(talk to specific slide details)
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Filing Institution

This is the entity
responsible for filing the
FinCEN SAR, suchas a
reporting financial
institution or a holding
or other parent company
filling for its subsidiaries.
There must be only one
occurrence of this party
for each FinCEN SAR
Activity in the batch. This
party corresponds with
Part IV of the FinCEN
SAR.

%2 Party SeqNum="12>
prt >
<42 ActvityParty TypeCode> 30</1c2 ActivityParty TypeCode>
&2 PrimaryRegutatorTypeCode>7</k 2 PrimaryRegulator TypeCode>
k2 PartyName SeqNum="13">
pn

<tc2 PartyNameTypeCode>L </kc2 PartyNameTypeCode>
<k 2 RawPartyFuiName>F ing INSYRBON legai name-</ic2 RawPartyF uliName>

<tc2 PartyNameTypeCode>DBA/K 2 PartyName TypeCode>
awPantyF uiName>Fng nsttuson aitemate name-/k 2 RawPartyF ulName>

<2 PartyName>

<2 Aodress
Py X >
<tc2 RawCity Text-Rockvise <1k 2 RawCity Text>
<2 RawCountryC 72 RawCountryCodeText>
&2 RawStateCode TextMD</k 2 RawStateCodeT ext>
<k2 RawStreetAsdress 1 Text>123 Viers Ml Road<
«%2 RawZIPCode>20005</%2 RawZiPCode>

<2 Address>

<2 Partyldentific aton 6>

antyicentc ab Text>125478965<2 Partyldenti: Tet>

antylcentfic aonTypeCode>2</k 2 PartyldentiicabonTypeCode>

/&2 Partyldentfication>

<2 Partyldentification SeqNum="17">
pr N >
K2 Partyi0entific 350nNumbHI Tex1>5553 769654 </ 2 Partyigentiic abonNumber Text>
<tc2 Partyldentificaton TypeCode> 10</kc2 PartyldentiicationTypeCode>

/&2 Partyldenteicabion>

<2 Partyldentificaton SeqNum="18">
-

RawStreetAddress 1 Text>

<12 PartyldentificationNumber Text>451256558</1c2 PartyidentiicabonNumber Text>
<t2 PartyldentificationTypeCode>20/kc2 PartyidenticabonTypeCode>

<2 Partyldentiication>

«“Ic2 OrpanzationCLassificabonTypeSudtype Se
< ‘

<42 OrganCatonSubtypeiD>5:
<52 OrganzatonTypelD:

k2 OrganizationSubtypeiD>
Organczation TypeiD>

OrganzatonClasseicatonTypeSuetype Seqhum="21">
« D>5000<2 0 s 0>
<42 Organzation TypelD>5</c2 Organzation T ypeiD>

2 OherOrganczationSub T ype Text>Descriphon of other S instiuton</ic2 OtherOrganizationSubTypeText>
2 OrganaationClassiic 3onTypeSubtype>
%2 Paty>

(talk to specific slide details)
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FinCEN SAR XML Example

LE Contact Agency

This is the law enforcement agency (if any)
that has been informed of the suspicious
activity. There may only be one occurrence
of this party for each FinCEN SAR Activity in
the batch. This party corresponds with Part
IV (item 89) of the FinCEN SAR.

LE Contact Name/Phone

This is the person at law enforcement agency
(if any) contacted regarding the suspicious
activity. There may only be one occurrence
of this party for each FinCEN SAR Activity in
the batch. This party corresponds with Part
IV (items 90-92) of the FinCEN SAR.

Designated Contact Office
Name/Phone

This is the administrative office that should
be contacted to obtain additional
information about the FinCEN SAR. There
must be only one occurrence of this party
for each FinCEN SAR Activity in the batch.
This party corresponds with Part IV (Items
93-94) of the FinCEN SAR.

<fc2:Party SeqNum="22">
<k-Part IV (ltem at
<fc2 AclmtyPanyTypeCode>18<Nc2 Ac!mtyPanyTypeCode>
<fc2 PanyName §eqNuap'23 >
<l-Part £ )
<k2 PanyNameTvpeCode>L<l'c2 Par\'vNameT)peCodv
<fc2:RawPartyFullName>LE contact agency name</fc2:RawPartyFuliName>
</fc2:PartyName>
</ic2:Party>
<fc2:Party SeqNum="24">
<k-Pant te 1 —->
<fc2:Activity! PanyTypeCode>19<Nc2 Acrr. |tyF’anyTypeCode>
<fc2:ContactDateText>20180120</fc2:ContactDateText>
<fc2:PartyName ieqNum- 25 >
<l-Part tact name—>
<fc2 PamNameTypeCode>L<lf(2 Parr,NameTypeCode>
<fc2:RawPartyFullName>LE contact name</fc2:RawPartyFullName>
</fc2:PartyName>
<fc2 PhoneNumber SeqNum~'26'
<} ntact pt fe), Ext—>
<lc2 PhoneNumberEx!ensnonTaxl)SdJZd'c2 PhoneNumberExlensnonTen>
<fc2:PhoneNumberText>7039051234</fc2: PhoneNumberText>
</fc2:PhoneNumber>
<ffe2: Pany>

<fc2 Party SeqNum="27">
<I-Pa 34). Fil fc T
<fc2:Activity PanyTypeCode>8<Ik2 Activ ntyPar?yTypeCode>
<fc2 ParYyName qﬂuNum "28">
<l-Part inaléd contiict olice=o

<fe2 PanyNameTypeCode>L<ﬁ:2 PartyNameTypeCode>

<fc2:RawPartyFullName>Designated contact office name</fc2:RawPartyFullName>

</fc2:PartyName>
<fc2 PhoneNumber QeqNum '29'
<k-Part

<fc2. PhoneNumberEx(ensnonYexl> 1 234<Hc 2 PhoneNumbevExlenslonTexl>

<fc2:PhoneNumberText>4157653838</fc2 PhoneNumber Text>
</fc2:PhoneNumber>
<ffc2:Party>

(talk to specific slide details)
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Financial Institution Where
Activity Occurred

This is the financial institution where the
suspicious activity occurred. There must
be at least one occurrence (not to
exceed 99) of this party for each FinCEN
SAR Activity in the batch. This party
corresponds with Part Ill (items 51-67,
69a).

If a branch location associated with the
financial institution where activity
occurred is also involved, information
about the branch should be recorded in a
separate party element under the parent
element <PartyAssociation>

See next slide for the Branch sample...

<tc2ActivityParty TypeCode>34</lc2 ActivityParty TypeCode>
<ic2 LossToFinancialAmountText>15000</1c2 Loss ToFinancialAmountText>
<tc2 PayLocationindicator>Y</lc2 PayLocationindicator>
<tc2 PrimaryRegulator TypeCode>4</ic2 PrimaryReguiatorTypeCode>
<ic2 PartyName SeqNum="31">

<&Part 11l (It

<ic2 PartyNameTypeCode>L</fc2 PartyNameTypeCode>
<2 y Union Bank of Ca 2 y
<2 PartyName>
<12 PartyName SeqNum="32>
<Pt 11l (%

<12 PartyNameTypeCode>DBA</lc2 PartyNameTypeCode>

<tc2 RawPartyFullName>U B, Cal</ic2 RawPartyFuliName>
</kc2 PartyName>
<Ic2/Address SeqN

33>

«fc2 RawCityText>Los Angeles</1c2 RawCityText>
«<ic2:RawCountryCodeText>US <2 RawCountryCode Text>
<ic2 RawStateCodeText>CA</ic2 RawStateCodeText>
«ic2 RawStreetAddress 1 Text>887 Rocky Road</kc2 RawStreetAddress 1 Text>
<ic2 RawZIPCode>87588</1c2 RawZIPCode>

<2 Address>

«ic2 Partyidentfication SeqNum="34">
<-Part 11 (1t N, TIN type—>
2 T 2 Party Text>
2 atonTypeCode>2</c2 ationTypeCode>

<fic2 Partyldentification>

<12 Partyldentification SeqNum="35">
2 T 0887760</1c2 Text>
<2 ationTypeCode>10</1c2 ationTypeCode>

</kc2 Partyldentification>
<c2:Partyldentificaion SeqNum="36">
<4-Part Ill (tems € temal controut o>
%2 T 9 2
<tc2 PartyidentificabonTypeCode>29</Ic 2 Partyldentific ationTypeCode>
</ic2 Partyidentification>
<ic2 OrganizationClassific abonTypeSubtype SeqNum="37">
<t-Part Il (it $). Type of fina

Text>

<1c2.0x ID>504</1c2.O D>
«&c2 OrganizationTypelD>5</1c2 Organization TypelD>

<12 OrganizatonClassification TypeSubtype>

<12 PartyAssociation SeqNu 38"

22
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Branch Where Activity Occurred
This is the branch location where
activity occurred. A branch isa
location (such as an office or ATM)
owned by the financial institution but
located separately from the financial
institution’s headquarters. No more
than 99 branches may be recorded for
each FinCEN SAR in the batch. This
party corresponds with Part Il (Items

68-74) of the FinCEN SAR.
</lc2 Party>
<fc2 Party S

</lc2 Party>
<fic2 PartyAssociation>

<fc2 PartyAssociation SeqNum=
<-Part IIl (it

<fc2:Party SeqNum

o>

—>

<fc2: ActivityParty TypeCode>46</1c 2 ActivityParty TypeCode>

<fc2:PayLocationindicator>Y </c2: PayLocationindicator>

<fc2:Address SeqNum="40">
<t-Part IIl (|t 2.74). Bra ty
<fc2: RawCity Text>Cityville</fc2: RawCity Text>
<fc2:RawCountryCodeText>US</1c2: RawCountryCode Text>
«ic2 odeText 1c2 odeText>

<fc2 RawStreetAddress 1Text> 123 Address Way</ic2 RawStreetAddress 1 Text>
«fc2:RawZIPCode>547898856</1c2 RawZIPCode>

</lc2 Address>

<fc2 Partyldentification SeqNum="41">
<t-Part Il (e b

-

Text>

«fc2:Party Ti 445564615654 </1c2
«<fc2 Partyldentification TypeCode> 14 </ic2 PartyidentificationTypeCode>
</tc2 Partyldentification>

<fc2: ActivityParty TypeCode>46</ic2 ActivityParty TypeCode>

<fc2 ol ator>Y</c2. \gPayingLocationindicator>

<fc2'Address SeqNu 43>
<t-Part Il (Ite 69-74) Branch Addre ty
<fc2'RawCity Text>Cityville</ic2 RawCity Text>
«fc2:RawCountryCodeText>US</ic2 RawCountryCodeText>
<fc2. odeT: ffc2 odeText>
<fc2:RawStreetAddress 1 Text>456 Address Road</c2 RawStreetAddress1Text>
<fc2.RawZIPCode>45874</1c2 RawZIPCode>

</Mic2 Address>

<fc2Partyldentification SeqNum="44">
<l 1 i

<fc2 PartyldentificationNumber Text>5688876 15897 </fc 2 PartyldentificationNumber Text>

<ic2 PartyldentificationTypeCode>14</ic2 PartyldentificationTypeCode>
</ic2 Partyldentification>

23
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FinCEN SAR XML Example

Subject

This is the subject involved in the
suspicious activity. There must be at
least one occurrence (not to exceed
999) of this party for each FinCEN
SAR Activity in the batch. This party
corresponds with Part | (Iitems 3-28)
of the FinCEN SAR.

<fc2 Party SeqNum="" 50“)

A-Pa 10f 2)=>
<fc2 Activ «,PameeCode)]klld AcumyPart,vaeCodv
<:{: :dmsgnx;(:on{psﬂonYes]r\dK 3'?”"(”‘ AdmessionConfessionYesindicator>
<kc2 fe.
<fc2 IndradualBirthDate Text>19801025</c 2 IndraduaiBirthDate Text>
<ic2 PayeeRecerverindicator>Y</ic 2 PayeeRecererindicator>
<fc2 PartyName N-qhum— 51 >

<k2 PamszeTweCodede PartyNameT vpeCode
<2 RJ‘AEMII\IMr.ﬂudLasle)MznmN( Raafmmlndmduailasmmie‘

2R
S Rawind -
<k2 Rawmdr.vduNmmi«ﬂuTenNumadlc] RawindradualNameSuffxText>

<2 PartyName>

2 ParyName Seqhum="52>
S pany TypeCode>

TypeC

<fc2 Raw Pam‘ullNamﬂA‘N Ma\m kﬂ\.I Ra«Pm\leNaaw>
</fc2 PartyName>
<fc2 PartyName \!]Nuvn“ﬁ] >

P PartyNameTypeCode>AKAKc2 pmNm!,peOode»

<fc2 RawPartyFullName>Willy Manning</fic2 RawPartyFuliName>
</ic2 PartyName>
«<fc2 Address \w}"hym»"ﬁ >

acwmcn,n.mww\wc RawCity Text>
<fc2 RawCountryCode Text>US</ic2 RawCountryCodeText>
<fc2 RawStateCodeText>MD</ic2 RawStateCodeText>
<fc2 RawStreetAddress1Text>321 Turkey Way</ic2 RawStreetAddress1Text>
<fc2 RawZIPCode>20888</kc2 RawZIPCode>
</ic2Address>
<le2 Address SeqNum="55>

<k2 RauCnx Texl>[hms|mm<ﬁc2 R.MCmTexw
<fc2 RawCountryCodeText>US</fc2 RawCountryCode Text>
<fc2 RawStateCodeText>MD</fc2 RawStateCodeText>
<fc2 RawStreetAddress 1Text>555 Rock Street</fc2 RawStreetAddress1Text>
<fc2 RawZIPCode>20877</c2 RawZIPCode>
<2 Address>
<le2Phonshumber Seqhhuny 56>

B vmmmhwsmrsozr&mvmwu >
<k’F'hon«Nurvt>«| peCode>R</c2 PhoneNumber TypeCode>
<fe2 PhoneNumber
(k’F‘honeNumbev ‘.-)'«.m-'sh

w

<2 Mmmtemxuzsswzcw PhoneNumberText>

<2 PnomNurmeT peCode>We/lc2 PhoneNumber TypeCode>
</e2 PhoneNumber

24
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Subject (cont.)  <fc2 Panvldentmcahon SeqNum- "58">
1l (tem 18). Form
h. uing State, (
<fc2 Olherlssueernu-yTexbUS(/kZ OtherissuerCountry Text>
<fc2 OtherlssuerState Text>CA</fc2: OtherlssuerState Text>
<fc2:PartyldentificationNumber Text>660623559</fc2: PartyldentificationNumber Text>
<fc2:PartyldentificationTypeCode>5</fc2: Partyldentification TypeCode>
</fc2:Partyldentification>
<fc2 Panylden(rﬁcahon SeqNum "59'

»n, Number

<fc2 Olheﬂssueernthext>US<lf:2 OtherissuerCountry Text>
<fc2:OtherlssuerStateText>CA</fc2: OtherlssuerStateText>
<fc2:OtherPartyldentificationTypeText>Student ID</fc2:OtherPartyldentificationType Text>
<fc2:PartyldentificationNumber Text>555558744898</fc2 PartyldentificationNumberText>
<fc2:Partyldentification TypeCode>999</fc2: PartyldentificationTypeCode>
</fc2:Partyldentification>
<fc2:Partyldentification SeqNum="60">
<}-Part lll (Items 16-17). TIN, TIN type (1=SSN/ITIN)->
<fc2:PartyldentificationNumber Text>660623559</fc2: PartyldentificationNumber Text>
<fc2 PartyldentificationTypeCode>1</fc2:PartyldentificationTypeCode>
</fc2:Partyldentification>
<fc2:PartyOccupationBusiness SeqNum ="61">
<t—Part lll (item 10 2 ¢
<fc2 NAJCSCode>7548<If:2 NAICSCode>
<fc2:OccupationBusinessText>Mechanic</fc2:Occup B\ Text>
<ffc2:PartyOccupationBusiness>
<fc2 ElectronicAddress SeqNum="62">
<t—Part lll (tem 22). E-mail address (1 of 2)—>
<fc2 ElectronicAddress Text>will. mann@gmail. com</fc2 ElectronicAddress Text>
<fc2:ElectronicAddressTypeCode>E </fc2:ElectronicAddress TypeCode>
</fc2:ElectronicAddress>
<fc2 ElectronicAddress SeqNum="63">
<-Part lll (item 22). E-mail address (2 of 2)—>
<fc2:ElectronicAddress Text>will mann2@gmail. com</fc2: ElectronicAddress Text>
<fc2:ElectronicAddress TypeCode>E </fc2:ElectronicAddress TypeCode>
</fc2:ElectronicAddress>
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. F FinCEN SAR XML Example

Subject (cont.)

<fc2:ElectronicAddress SeqNum ="64">
<1—Part lll (ter Website (URL) addres >
<fc2 EIeclronchddressTethttps I/www wull mann. orq<l(c2 ElectronicAddressText>
<fc2:ElectronicAddressTypeCode>U</fc2-ElectronicAddressTypeCode>
<lfc2:ElectronicAddress>
<fc2:ElectronicAddress SeqNum "65">
<1—Part Il (tem 22a). Website (URL) add
<fc2 EIeclrochddressTethttp //ww w-H mann2 ofg<lfc2 ElectronicAddressText>
<fc2-ElectronicAddress TypeCode>U</fc2 ElectronchddressTvpeCode>
</fc2:ElectronicAddress>
<fc2:PartyAssociation SeqNum="66">

<1—Part Il (

Status of relationship, Action date (1 of 2)—>

<fc2:ActionTakenDateText>20170905</fc2:ActionTakenDateText>

<fc2:Directorindicator>Y </fc2 Dneclodnd»calor)

<fc2:R wdicator>Y</fc2:R dica

<fc2 Sub}eclReIa(ionshlpFlnancxaHnsmmmnTINTexl>458789856<l[c2 SubjectRelationshipFinanciallnstitutionTINText>
<lfc2:PartyAssociation>
<fc2:PartyAssociation SeqNum="67">

<t 11l ( 4-26

tionship of subject to institution listed in Part Ill or IV: Institution TIN(Unknown, thus not

recorded 13 t 2ot 2>
<fc2:Agentindicator>Y</fc2:Agentindicator>
</fc2:PartyAssociation>
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Subject (cont.) .
<k«2 Pam»\twnb\ssooaboﬂ SeqNum="68">
dc? PartyAccountAssoc lal)onT,peCoOe‘?‘lk’ Fam-\ccount«ss(xmbom,pnCode»
«fc2 Party \uq‘& ’v 9 >

<v:. ActivityParty T,pecoaemwc’ A{lmr,PamTypeCocp
<icZ Partyidenticaton Sequm="

4:2 PamxcenhmamnNumbe'Te '>“-8769856‘/h PartyldentificabonNumber Text>
<ic2 Partyldentification TypeCode>4</lc2 Partyldentification TypeCode>
<flc2 Partylcentification>
<tc2 Account SeqNum="71>
- { 2>
<1c2 AccountNumber Text> l502417873</'t. AccountNumber Text>
<42 vzmAc:ounlAssoc 1aton S 2

(" M&o,mC\osecmc-calor»Vmcz AccountClosedindic ator>
<2 PartyAccountAssociationTypeCode>5</1c2 PartyAccountAssociationTypeCode>
</lc2 PartyAccountAssociation>
</c2 Account>
<1c2 Account Ses ~P m -'73'

‘ltA A(rouNNumbevTerl 54775878%0‘(1 AcccumNumbe‘Ye-!-
<Ic2 PartyAccountAssociation SeqNum="74>

<2 Pan,-\(counlissocnaoonT,pe/‘odedcz PartyAccountAssociation Ty, peCooe
'artyAccountAssocation>

«/fc2 Account>
</kc2 Party>
<c2 Party Seqhum=

«v:‘ A:lMt,PamT/peCodeMRNt’ r\cbnr,PsmT,DeCoce>

<fc2 NonUSFinancialinstitutionindicator>Y </ic 2 NonUSFinanc alinstitutionindic ator>
<N it A ) 1 t t

44<Mic2 Acc Text>
m '77'

<fc2Acc T
<te2 PartyAccountAssociation

d[’ -\(tomlCloS@d‘ndbtava‘ﬂu AccountCiosedindic ator>
«ic2 PartyAccountAssociationTypeCode>5</1c2 PartyAccountAssociationTypeCode>
</ic2 PartyAccountAssociation>
<flc2 Account>

<2 Party>
</tc2 PartyAccountAssociation>
<12 Party>
27

(talk to specific slide details)



I |
W FnGEN

SuspiciousActivity SuspiciousActivityClassification
This element identifies information such as the This element is the container for information about the
total amount involved and the type of suspicious specific type(s) and subtype(s) of suspicious activity,
activity. There must only be one occurrence of such as Structuring > "Transaction(s) below CTR
this element for each FinCEN SAR Activity in the threshold”, Terrorist financing > "Known or suspended
batch. This element corresponds with Part Il terrorist/terrorist group”, etc. This element corresponds
(Items 29-31) of the FinCEN SAR. with Part Il (Items 32-42) of the FinCEN SAR.

<fc2 SuspxcnousAthwn Se 1& um= 81

1c2 SusuvcxousAcuvaromDaleTex( >20171201</c2 SusoncnousAcnvmFvon\DaleText
<fc2:SuspiclousActivityToDateText>20171225</1c2: SuspiciousActivityToDateText>
<fc2:TotalSuspiciousAmountText>40000</fc2: TotalSuspiciousAmountText>
<fc2 SusprcxousAchvmuassmcauon SeqNum="82">
<) t

<fc2 SuspnclousAchvm Sum\.pe|0>113</'rc2 SuspiciousActivitySubtypelD>
<fc2:SuspiciousActivity TypelD>1</c2:SuspiciousActivityTypelD>
</fc2:SuspiciousActivityClassification>
<fc2 SuspluousAchvmL,lassnncanon SeqNum= 83 >

<1c2 Olhe(SuspxcnousAchvm Ty peTexDotnef cyber event descnpnon /fc2:OtherSuspiciousActivity TypeText>
<fc2:SuspiciousActivitySubtypelD>11999</fc2:SuspiciousActivitySubtypelD>
<fc2:SuspiciousActivity TypelD>11</fc2:SuspiciousActivityTypelD>
</fc2:SuspiciousActivityClassification>
</c2:SuspiciousActivityp
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As the container for information about the details of the suspicious activity, this
element identifies information such as the total amount involved and the type of
suspicious activity. This element should be recorded after the final Party element is
recorded for the FinCEN SAR. There must only be one occurrence of this element for
each FinCEN SAR Activity in the batch. This element corresponds with Part Il (Items 29-
31) of the FinCEN SAR.

Within this element is the sub-element <SuspiciousActivityClassification>, which must
be recorded at least once per FinCEN SAR (but no more than 99 total). This element is
the container for information about the specific type(s) and subtype(s) of suspicious
activity, such as Structuring > “Transaction(s) below CTR threshold”, Terrorist financing
> ”Known or suspended terrorist/terrorist group”, etc. This element corresponds with
Part Il (Items 32-42) of the FinCEN SAR.
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FinCEN SAR XML Example

Misc. Suspicious Activity Elements

The following elements and their
associated sub-elements represent
Part Il Items 43-49 of the FinCEN SAR,
such as the Activity IP address,
Product type(s) involved, Instrument
type(s)/payment mechanism(s)
involved, Commodity type(s), etc.

<fc2:ActivitylPAddress SeqNu
<4-Pan te 4 addre 10f2)->
«<fc2 ActivitylPAddressDate Text>20171205</1c 2 ActivitylPAddressDate Text>
<fc2 ActivitylPAddress TimeStampText>05: 13:55</1c2 Activityl PAddress TimeStamp Text>
«ic2 IPAddressText>166.123.216.61</1c2 IPAddressText>
</lc2 ActivitylPAddress>
<fc2:ActivitylPAddress SeqNum=
<4=Part Il (Item 4 20 Not at L
<fc2:IPAddressText>166.123.216.62</1c2 IPAddressText>
</ic2 ActivitylPAddress>
<fc2.CyberEventindicators SeqNum="86">
<i-Part Il (item 44). Cyb

"85™>

<ic2 CyberEventDateText>20171219</c2 CyberEventDateText>
<ic2 CyberEventindicatorsTypeCode>1</ic2. CyberEventindicators TypeCode>
<fc2 CyberEventTimeStampText>11:05.45</1c2.CyberEventTimeStampText>
<ic2 EventValueText>166.123.216 61</c2 EventValueText>
</ic2 CyberEventindicators>
<ic2.CyberEventindicators SeqNum="87">
<I-Part Il (item 44). Cyb at
v 2 —>
«fc2 CyberE ventindicators TypeCode>1</ic2 CyberEventindicators TypeCode>
<fc2 EvenfValueText>suspiciousemail@email com</fc2. EventValueText>
<fic2 CyberEventindicators>
<fc2:.CyberEventindicators SeqNur
<4-Part Il (item 44

83>

<Ic2 CyberEventindicators TypeCode>11</1c2: CyberEventindicators TypeCode>
<fc2 CyberEventTypeOtherText>other event description</ic2 CyberEventTypeOtherText>
«<ic2 EventValueText>other event value</ic2 EventValueText>

</ic2 CyberEventindicators>

<Ic2:Assets SeqNum="89">

<ic2 D>2</1c2 D>
<ic2 AsselTypelD>5</1c2 AssetTypelD>

<flc2 Assets>
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FinCEN SAR XML Example

Misc. Suspicious Activity Elements
(cont.)

<fc2:Assets SeqNum=" D“>
<|-—‘<' 45). Product type volved in the pi duct, Type
f 2)>
<h2 AsselSubt\, pe}D>30</'f52 AssetSubtypelD>
<fc2 AssetTypelD>5</fc2:AssetTypelD>
<fc2:OtherAssetSubtypeText>other product type description</fc2: OtherAssetSubtypeText>
<ffc2:Assets>
<fc2:Assets SeqgNum="91">
<—Part Il (ite:

<fc2:AssetSubtypelD>33</fc2:AssetSubtypelD>
<fc2:AssetTypelD>6</fc2:AssetTypelD>

<Mc2 Assets>

<fc2:Assets SeqgNum=" 02”

iment/Payment me 3 Typ 3:
<fc2. »\sselSublype}D>39<lfc2 AssetSubtypelD>
<fc2 AssetTypelD>6</fc2:AssetTypelD>
<flc2:Assets>
<fc2:AssetsAttribute SeqNum “93 >
At mmadity type. Descripion of com | >
<fc2 AsselAnnbuleDescnplxonTe\«l)(‘ type i escnpt)onTeyb
<fc2:AssetAttribute TypelD>2</fc2 AssetAttribute TypelD>
</fc2:AssetsAttribute>
<fc2:AssetsAttribute \eqNum-‘Qd >
<l-Part modity type, Description of con dity type (2 of 2>
<fc2. AssetAmlbu!eDescnphonTexH‘ type desc > 3 tAttributeDescriptionText>
<fc2 AssetAttribute TypelD>2</fc2 AssetAttribute TypelD>
</fc2 AssetsAttribute>
<fc2:AssetsAttribute SeqNJm "95 >
<b-F A 4=Market where traded, Market code (1 of 1)—>
<fc2 AsseLAmlouleDescrlphchexl>55 <fic2 AssetAttributeDescriptionText>
<fc2:AssetAttribute TypelD>4</fc2:AssetAttribute TypelD>
</fc2:AssetsAttribute>
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N FinCEN SAR XML Example

. Fin

Narrative Description

This element records the narrative . "
description associated with the K2 A 1</ 2 Ac

<Ic2 ActivityNarrativelnformation 5-}0Npm='96"l
<-Part V. Narrative de tion | 4

Py P Th . 2 AC narrative text The namrative must provide a clear, complete, and concise
suspicious activity. The narrative description of the activty, including what was unusual or irreguiar that caused suspicion. This description should include data from Parts |

must provide a clear, complete, and mroogh 1il only when that data are necessary for a complete understanding of the suspicious activity. Filers should include any other
X o A information necessary 1o explain the nature and circumstances of the suspicious activity. SARX narrative text description. The narrative must
concise description of the activity, provide a clear, complete, and concise description of the activity, including what was unusual or irregular that caused suspicion. This
including what was unusual or description should include data from Parts | through il only when that data are necessary for a complete understanding of the suspicious
activity. Filers should include any other information necessary to expiain the nature and circumstances of the suspicious activity. SARX
irregular that caused suspicion. This narative text description. The narrative must provide a clear, complete, and concise description of the activity, including what was unusual or
d inti hould include dat kreguiar that caused suspicion. This description should include data from Parts | through Iii only when that data are necessary for a complete
lescription should include data understanding of the suspicious activity. Filers should include any other information necessary to explain the nature and circumstances of the
from Parts | through 1l only when suspicious activity. SARX narrative text description. The narrative must provide a clear, compiete, and concise description of the activity,
including what was unusual of iregular that caused suspicion. This description should include data from Parts | through Ill only when that data

that data are necessary for a are necessary for a complete understanding of the suspicious activity. Filers should include any other information necessary 10 explain the

complete understanding of the nature and circumstances of the suspicious activity. SARX narrative text description. The narrative must provide a clear, complete, and
concise description of the activity, including what was unusual or imegular that caused suspicion. This description should include data from

suspicious activity. Filers should Parts | through 1l only when that data are necessary for a complete understanding of the suspicious activity. Filers should include any other

N . . information necessary 10 explain the nature and circumstances of the suspicious activity. SARX narative text descripton. The narrative must

include any other information provide a clear, complete, and concise description of the activity, including what was unusual of imegular that caused suspicion. This

necessary to explain the nature and  description should include data from Parts | through lil only when that data are necessary for a complete understanding of the suspicious

5 o activity, Filers should include any other information necessary to explain the nature and circumstances of the suspicious activity. SARX

circumstances of the suspicious narrative text description. The narrative must provide a clear, complete, and concise description of the activity, including what was unusual or

activity. iregular that caused suspicion. This description should include data from Parts | through 11l only when that data are necessary for a complete
understanding of the suspicious activity. Filers should include any other information necessary 10 explain the nature and circumstances of the
suspicious activity. SARX narative text description. The narrative must provide a clear, complete, and concise description of the activity,
including what was unusual of irregular that caused suspicion. This description should include data from Parts | through Iil only when that data
are necessary for a compiete understanding of the suspicious activity. Filers should include any other information necessary 10 explain the
nature and circumstances of the suspicious activity. SARX narrative text description. The narrative must provide a clear, complete, and
concise description of the activity, including what was unusual or iregular that caused suspicion. This description should include data from
Parts | through il only when that data are necessary for a compiéte of the ac</Mc2Ac et
<flc2 ActivityNarrativeinformation>
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Each ActivityNarrativeText may contain up to 4000 characters. If your narrative is
greater than 4000 characters, a second iteration of the ActivityNarrativelnformation
element must be recorded where another set of 4000 characters may be recorded.
This sequence may occur up to 5 times for each FinCEN SAR, totally no more than
20,000 characters for each FinCEN SAR narrative. Be sure to record the appropriate
ActivityNarrativeSequenceNumber, 1 through 5, to indicate to FinCEN what the
appropriate order the narrative appears in.
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Support Documentation:

» Attachments are supported with the updated FinCEN SAR

» Attachment restrictions are no different with XML than with ASCII today:
= Attachments must be a Microsoft-Excel=compatible comma separate values (CSV) file format
= A CSV attachment cannot exceed 1MB
®*  Only one CSV attachment may be associate with each FinCEN SAR

» ASCIl vs XML reporting of attachments: in XML, the attachment name must be referenced within the

batch file, for example:

<fc2:ActivitySupportDocument SeqNum="3">

<d-PartV < N>

<fc2:OriginalAttachmentFileName>SARAttachment20180201.csv</fc2:OriginalAttachmentFileName>
</fc2:ActivitySupportDocument>

» Activity SeqNum value must be appended to the CSV attachment file name
For example: 1_SARAttachment20180201.csv
The “1” in this example indicates that within the FinCEN SAR XML batch, Activity SeqNum="1"
contains the <OriginalAttachmentFileName> element with the value of
“SARAttachment20180201.csv”
» All attachments must be compiled in a single ZIP file before attaching to the batch form along with the
FinCEN SAR XML batch file.
» Please refer to Attachment E — Supporting Documentation (Attachments) within the User Guide for
additional details.
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FinCEN SAR filers continue to have the option to attach supporting documentation
with their discrete or batch submission in XML format

FinCEN SAR filers may, but are not required to, attach a Microsoft Excel-compatible

comma separated values (CSV) file (no larger than 1 MB) providing details in tabular
form of transactions subject to the suspicious activity discussed in Part V “Narrative
Description” of the FinCEN SAR.

The major difference between ASCIl and XML reporting of attachments is that in the
new SAR XML format, the actual attachment name must be referenced with the
FinCEN SAR Activity element (see example).

Filers must append the SegqNum value of the corresponding FinCEN SAR Activity
element in the batch file to the CSV attachment file name (see example).

All attachments must be compiled in a single ZIP file before attaching to the batch
form along with the FinCEN SAR XML batch file.
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XML Acknowledgement Processing:
» The FinCEN BSA Acknowledgementschema is used by all XML form types currently
available on the BSA E-Filing System. To access this schema, click on the following link:

https://www.fincen.gov/sites/default/files/schema/base/EFL_BatchAcknowledgementSchema.xsd

» The following diagram provides an overview of the XML acknowledgmentfile structure,
beginning with the EFilingBatchXMLelement:
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» The FinCEN BSA Acknowledgement schema is used by
all XML form types currently available on the BSA E-

Filing System. To access this schema, click on the link
displayed here:

https://www.fincen.gov/sites/default/files/schema/base/EFL
BatchAcknowledgementSchema.xsd

» The following diagram provides an overview of the XML
acknowledgment file structure, beginning with the
EFilingBatchXML element
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https://www.fincen.gov/sites/default/files/schema/base/EFL_BatchAcknowledgementSchema.xsd

FinCEN SAR XML: Acknowledgements

XML Acknowledgement Processing: Example

The example above consists of three (3) FinCEN SAR activities based on the original FinCEN SAR batch submission:
Each FinCEN SAR from the original batch submission is associated with a <EFilingActivityXML> element

Each FinCEN SAR receives a unique BSA Identifier (BSA ID)

FinCEN SAR (BSA ID: 31000055053784) contains two errors (C21 & C4)

FinCEN SAR (BSA ID: 31000055053785) contains no errors

FinCEN SAR (BSA ID: 31000055053786) contains no errors

VVVVY

<EFBiNgBatchXML Stat
<EF @GS

FilingBatcNXMUACVYy[1)Party(25)Partyidentiication49) Partyidentific ationNumbes Text</ErmorContextText>
<EfrorElementNameText>Partyidentific atonNumberT ext</EmorE lementName Text>

<Em x> WARN<EmorL evelText>

e value recorded for the EIN or SSNATIN Is an invalkd number string </ErrorText>

<Em de>C21</ErmorTypeCode>

<EFmngAC

IngBatchXMUACtvity(1)Party{78)PartyName{84yRawindwiduaiF irstName </E rrorContextText>
>RawINGVIGUaIF IrstName </E rrorElementNameT ext>

Text>WARN</ErorL evelText>

ext>The element is not recorded of does Not contain a value for an Individual Sublect and UNKNOWN 1S ROt Indicated </EforText
ypeCode>C4</EmorTypeCode>

<EFmng
<EFENGACIVEyXML>
<EFlingAC

EFMNGACIVYXML>
<EFMNQAC

<EFMNGACIVEyXML>
<EFANQSUDMISSIONXML>
</EFNgBalchXML>
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Secure Direct Transfer Mode (SDTM)

» Secure, system to system mechanism for FinCEN SAR XML batch submissions
» Existing SDTM connections can be used for FinCEN SAR XML

» Must be a single file containing the FinCEN SAR XML batch data:

Submission type: SARXST
Date/Time: This will be a date-time stamp to guarantee filename uniqueness

Year = YYYY

Month = MM

Day=DD

Hour = hh

Minute =mm

Second = ss
Organization name: Custom naming by the submitting organization (e.g. “ABCPreparingFirm”)
Extension: xml|
Example FinCEN SAR XML batch file name: SARXST.20170609153015.ABCPreparingFirm.xml|
Corresponding FinCEN SAR XML batch Acknowledgement file name: This file name will match the corresponding input FinCEN
SAR XML batch file name with the text “* ACKED" appended to the end. For example:
SARXST.20170609153015.ABCPreparingFirm.xml.ACKED

» SDTM batches with supporting documentation must submit a single ZIP file consisting of:
*  Attachments ZIP file
*  FinCEN SAR XML batch XML file
NOTE: The SDTM ZIP file name must begin with “SARXST” and end with “.ZIP” (e.g. SARXST.SARXML_batch.ZIP)
# For immediate batch validation results upon submission, an optional xml file will be provided upon
request.
This file includes all batch warnings and/or fatal errors generated by FinCEN based on the content of the batch file.
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SDTM allows for a secure, system to system mechanism for transferring batch
submissions from your organization’s internal server to the BSA E-Filing server.
FinCEN will continue to provide the ability for filers to submit the FinCEN SAR XML
batch file securely via the Internet using a VPN device or Connect:Direct software.

Filers can continue to use their existing SDTM connections for transmission of
their FInCEN SAR XML batch files

For filers using this option for filing, SDTM filers can submit a single file containing
the FinCEN SAR XML batch data. The file naming convention is displayed here for
your convenience.

For SDTM batch submission containing supporting documentation, filers must
submit a single ZIP file containing the FinCEN SAR XML batch file along with the
corresponding attachment zip file. This single ZIP file is composed of one FinCEN
SAR XML batch file and one attachment ZIP file. The attachment ZIP file shall
follow the same attachment requirements described in Attachment E of the User
Guide. The single ZIP file name must start with “SARXST.” and end with “.ZIP”. For
example: SARXST.SARXML_batch.ZIP. FinCEN SAR XML SDTM batch files without
any attachment shall follow the naming convention described in Attachment D of
this guide.

For immediate batch validation results upon submission, an
optional xml file will be provided upon request.
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This file includes all batch warnings and/or fatal errors generated by
FinCEN based on the content of the batch file.
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Please use your webinar text interface to submit your
questions. We will pause for a few minutes and respond to as
many questions as we can.

We will save all questions submitted and develop a follow-up
webinar focused on the questions received.

We do realize this is a substantial change for batch files and
want to ensure we assist you with this transition!
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